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Friends you can bank on.

CALIFORNIA CONSUMER PRIVACY ACT NOTICE

Service 1st Federal Credit Union (Service 1st) is committed to protecting the personal information of consumers and
members who access our products, services, and website. This privacy notice has been developed for California residents
in response to the California Consumer Privacy Act of 2018 (CCPA). This notice supplements Service 1st’s Privacy Notice
and applies to California residents as defined in the CCPA. Any terms defined in the CCPA have the same meaning when
used in this notice.

INFORMATION SERVICE 1ST COLLECTS

Service 1st collects information that identifies, relates to, describes, references, is capable of being associated with, or
could reasonably be linked, directly or indirectly, with a particular consumer or device (“personal information”).
Specifically, Service 1st has collected the following categories of personal information listed below from our consumers
within the last twelve (12) months.

Service 1° collects personal information in the following categories; however, not all examples listed in the table are

collected from every member or individual.

CCPA Category

Examples*

A. ldentifiers

Identifiers include items such as name, alias, postal address, unique
personal identifier, online identifier, Internet Protocol (IP) address, email
address, account name, Social Security number, driver’s license number,
passport number, or other similar identifiers.

B. Personal Information
categories listed in the
California Customer
Records law (Cal. Civ. Code
§ 1798.80(e))

Customer records include items such as name, signature, Social Security
number, physical characteristics or description, address, telephone
number, passport number, driver’s license or state identification card
number, insurance policy number, education, employment, employment
history, bank account number, credit or debit card number, other financial
information, medical information, or health insurance information.

C. Characteristics of protected
classifications under
California or federal law

Race, religion, sexual orientation, gender identity, gender expression, age
(including those 40 or over), citizenship and immigration status.

D. Commercial information

Records of personal property, products or services purchased, obtained, or
considered, or other purchasing or consuming histories or tendencies.

E. Biometric information

Hair color, eye color, fingerprints, height, retina scans, facial recognition,
voice, and other biometric data.

F. Internet or other electronic
network activity information

Browsing history, search history, and information regarding a
consumer’s interaction with an Internet website, application, or
advertisement.

G. Geo-location data

Physical location.

H. Audio, electronic, visual,
thermal, olfactory, or similar
information

Audio or video recordings.



https://www.psecu.com/-/media/files/pdf/membership/4200.pdf?la=en&amp;hash=277B229B0EF0A4519BD003543EB16A731274A488

I. Professional or employment- Current or former job history.
related information

J. Education information Not collected.

K. Inferences drawn from Preferences, characteristics, psychological trends, predispositions, behavior,
other personal attitudes, intelligence, abilities, or aptitudes.
information

*Service 1st may not collect every item listed in category examples.

USE OF PERSONAL INFORMATION
Service 1st uses personal information we collect about you for the following business purposes:

e To fulfill or meet the reason for which the information was provided. For example, if you, your agent, or another
entity with whom we do business shares your name and contact information to request a financial product or
ask a question about our products or services, we will use that personal information to respond to your inquiry.
If you provide your personal information to purchase a product or service, we will use that information to
process your request.

e To provide, support, personalize, and develop our website, products, and services.

e To create, maintain, customize, and secure your account with us.

e To process your requests, transactions, and payments and prevent fraud.

e To provide you with support and to respond to your inquiries, including to investigate and address your
concerns and monitor and improve our responses.

e To market and sell Service 1st’s products and services.

e To personalize your website experience and to deliver content, product, and service offerings relevant to your
interests, including targeted offers and ads through our website, third-party sites, and via email.

e To help maintain the safety, security, and integrity of our website, products and services, databases, and
other technology assets.

e  For testing, research, analysis, and product development, including to develop and improve our website,
products, and services.

e Torespond to law enforcement requests and as required by applicable law, court order, or governmental
regulations.

e Asdescribed to you when collecting your personal information or as otherwise set forth in the CCPA.

Service 1st does not collect additional categories of personal information or use the personal information we collected for
materially different, unrelated, or incompatible purposes without providing notice to you.

SERVICE 1ST DOES NOT SELL PERSONAL INFORMATION
Service 1st does not “sell” members’ personal information as defined under the CCPA; therefore, Service 1st does not offer
an opt-out for selling information.

SHARING OF PERSONAL INFORMATION

Service 1st only shares personal information with vendors (third parties) and service providers who are under contract to
provide specific services. These contracts define the purpose and use of the data and restrict the vendor from selling any
data provided by Service 1st. Service 1st shares information with these categories of third parties:

eService providers

eAdvertising networks

eGovernment or regulatory authorities (as required by law (federal, state, and local) or regulation)
eSocial networks



In the past twelve (12) months, Service 1st has disclosed or shared the following categories of personal information to third
parties for business purposes:

Category A: Identifiers

Category B: Personal information categories listed in the California Customer Records law
Category C: Characteristics of protected classifications under California or federal law
Category D: Commercial information

Category F: Internet or other electronic network activity information

Category G: Geolocation data

Category H: Audio, electronic, visual, thermal, olfactory, or similar information

Category I: Professional or employment-related information

Category K: Inferences drawn from other personal information

In the past twelve (12) months, Service 1st has not sold any personal information.

CALIFORNIA RESIDENTS’ RIGHTS UNDER THE CCPA

The CCPA provides California residents with specific rights regarding their personal information.
Access to Specific Information and a Copy of Personal Information

California residents have the right to request that Service 1st disclose information to you about the collection and use of
your personal information over the past 12 months and to request a copy of the specific pieces of personal information
Service 1st has collected about you in the prior 12 months (collectively, referred to as your “access” right). Once we receive
and confirm your verifiable consumer request, we will disclose to you:

*The categories of personal information we collected about you

*The categories of sources for the personal information we collected about you

*Qur business or commercial purpose for collecting or selling (if applicable) that personal information

*The categories of third parties with whom we have shared or share that personal information

*The categories of personal information we disclosed or shared with a third party for a business purpose

*The specific pieces of personal information we collected about you (also called a data portability request)

*The categories of third parties to whom the California resident's personal information has been sold and the specific
categories of personal information sold to each category of third party (if applicable)

Deletion Request Rights

California residents have the right to request that Service 1st delete any of your personal information we collected from
you and retained, subject to certain exceptions. Once your verifiable consumer request is received and confirmed, we will
delete (and where applicable, direct our service providers to delete) your personal information from our records, unless an
exception applies. Service 1st may deny your deletion request if an exception applies, such as a regulatory obligation, or if
it's required for servicing the account.

Do-Not-Sell Rights

California residents have the right to opt out of the sale of their personal information. Service 1st does not sell personal
information about our members.

Exercising Access, Data Portability, and Deletion Rights

To exercise the access, data portability, and deletion rights described above, please submit a verifiable consumer request
(as described more fully below) to us by either:



Calling us at 800.562.6049
Visiting a branch

Only you, or a person registered with the California Secretary of State whom you authorize to act on your behalf, may make
a verifiable consumer request related to your personal information. You may also make a verifiable consumer request on
behalf of your minor child. You may only make a verifiable consumer request for access or data portability twice within a
12-month period. The verifiable consumer request must:

eProvide sufficient information that allows us to reasonably verify you are the person about whom we collected personal
information or an authorized representative.
eDescribe your request with sufficient detail that allows us to properly understand, evaluate, and respond to it.

We cannot respond to your request or provide you with personal information if we cannot verify your identity or authority
to make the request and confirm that the personal information relates to you. Making a verifiable consumer request does
not require you to open an account with us. We will only use personal information provided in a verifiable consumer
request to verify the requestor’s identity or authority to make the request.

Response Timing and Format

Service 1st strives to respond to a verifiable consumer request for access to personal information within 45 days of
receiving it. If we require more time (up to 90 days), we will inform you of the reason and extension period in writing.
Service 1st will deliver our written response by mail or electronically, at your preference. The response we provide will also
explain the reasons we cannot comply with a request, if applicable.

Non-Discrimination

California consumers have the right to exercise their access, deletion, and other rights without discrimination, and to
receive transparent disclosures about any incentives a business offers them with regard to the collection, use, and
disclosure of their personal information.

Discrimination may exist where a business takes or suggests that it will take the following actions in response to a consumer
exercising rights under the CCPA, unless doing so is reasonably related to the value provided to the consumer by the
consumer’s data:

eDeny access to, or use of, goods or services

eCharge different prices or rates for goods or services, including through granting discounts or other benefits, or imposing
penalties

*Provide a different level or quality of goods or services

CHANGES TO THIS PRIVACY NOTICE

Service 1st reserves the right to amend this privacy notice at our discretion and at any time. When we make changes to this
privacy notice, we will notify you through a notice on our website.

CONTACT INFORMATION

If you have any questions or comments about this Notice, our Privacy Policy, the ways in which we collect and use your
personal information, your choices and rights regarding such use, or wish to exercise your rights under California law,
please contact us by:

ePhone: 800.562.6049
*Visiting a branch
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